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Abstract: Wireless Sensor Networks (WSNs) have played a vital role, and is considered to be one of the immense 

and emerging technologies as there are various innovative applications both for public sector and military 

organizations. The type of sensing technology used in WSNs combined with the processing power continue to be 

productive and get to be utilized in abundance in the forth coming applications. Therefore, due to their unlimited 

prospective views, WSNs are currently receiving significant attention in various domains of research. Additionally, 

despite the fact that WSNs are characterized by severely constrained computational and energy resources, they are 

still complemented by their unlimited potential and hence they are currently getting trivial interest. However, it is 

still too early in the lifetime of such systems to get established, as there exist many research challenges that are yet 

to be met. Consequently, much research has been focused on making sensor networks feasible and useful rather 

than concentrating much on the security aspects of the deployment. 

Therefore, the objective of the work proposed in this article is to critically study the security aspects of WSNs, 

considering the Distributed Detection of Byzantine Attacks in particular. 

Keywords: Security in WSNs, Byzantine Attacks, Distributed Detection. 

I.  INTRODUCTION 

 

A  Wireless Sensor Networks (WSNs) 

A WSN is a wireless network consisting of spatially distributed autonomous devices using sensors to cooperatively 

monitor physical or environmental conditions, such as temperature, sound, vibration, pressure, motion or pollutants, at 

different locations. Fig.1 shows the typical Multihop WSN architecture. The development of WSNs was originally 

motivated by military applications such as battlefield surveillance. 

However, WSNs are now used in many industrial and civilian application areas, including industrial process monitoring 

and control, machine health monitoring, environment and habitat monitoring, healthcare applications, home automation, 

and traffic control. 

In addition to one or more sensors, each node in a sensor network is typically equipped with a radio transceiver or other 

wireless communications device, a small microcontroller, and an energy source, usually a battery. The envisaged size of a 

single sensor node can vary from shoebox-sized nodes down to devices the size of grain of dust, although functioning 

'motes' of genuine microscopic dimensions have yet to be created. The cost of sensor nodes is similarly variable, ranging 

from hundreds of pounds to a few pence, depending on the size of the sensor network and the complexity required of 

individual sensor nodes. Size and cost constraints on sensor nodes result in corresponding constraints on resources such as 

energy, memory, computational speed and bandwidth. 
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Most of the research in the field of Distributed Detection has been carried out under the assumption of a secure network. 

Only in the recent past, researchers have investigated the problem of security threats on sensor networks. In this paper, we 

shown the different methodologies used by different authors under the Byzantine attack (also referred to as the Data 

Falsification Attack). Byzantine attack involves malicious sensors within the network which send false information to the 

Fusion Center (FC) to disrupt the global decision making process. 

 

 

Fig. 1  Multihop WSN Architecture 

 

B.  Byzantine Attacks 

Byzantines intend to deteriorate the detection performance of the network by suitably modifying their decisions before 

transmission to the FC. In the work proposed in [27], the Distributed Detection problem in the presence of Byzantines 

under the assumption that the Byzantines have perfect knowledge of the underlying true hypothesis is studied. Many 

studies have also presented the optimal attacking distributions for the Byzantines such that the detection error exponent is 

minimized at the FC.  In this current study, we not only summarize different methods proposed in many research studies, 

but also propose the research challenges to improve the performance of the Distributed Detection in the presence of 

Byzantines.  

In the effort of this study, Byzantine Attacks are not only considered to be the most severe threat to WSNs, but they tend 

to make it more challenging to protect it from gaining full control over some of the authenticated nodes, eventually, which 

may lead to the uninformed behavior to disrupt and collapse the system. 

 

C.  Distributed Detection 

Distributed Detection is a classical subject in signal processing and has attracted recent interest due to the potential 

deployment of wireless sensors for a variety of applications from environmental monitoring to military surveillance. 

While there is a vast literature on secure networking for general ad hoc and sensor networks. And, several studies [3]–[5], 

have reported on Distributed Detection and data fusion in the presence of Byzantine Sensors, which is still bound by 

several challenges. 

Therefore, the objective of the work published in this article, is to survey the role of Distributed Detection in the presence 

of Byzantine Attacks. The chapters of the article are organized as follows. Chapter 1 introduces the problem of 

Distributed Detection in WSNs in the presence of Byzantine Attacks. Chapter 2 discusses the significance and need for 

studying such a problem through elaborating the Classical problem of Distributed Detection. And, it discusses the 

scenario of a Byzantine Sensor with an extra power Intruder.   
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II. NEED FOR DISTRIBUTED DETECTION IN THE PRESENCE OF BYZANTINE ATTACKS 

A. Classical Problem of Distributed Detection 

The classical problem of Distributed Detection considered in the work [38], limits the sensors to get compromised by an 

intruder. As a result, all the compromised sensors which refer to as Byzantine tend to get reprogrammed by the intruder to 

attack the FC by transmitting fictitious observations. The uncompromised sensors that are referred to as honest can then 

follow the expected rule of operation. But, in the context of distributed detection, sensors are more vulnerable to 

tampering due to the Byzantine Sensor problem which is particularly motivated by the applications of envisioned WSNs. 

However, the wireless sensors then can be made of low cost devices adhering to the severe constraints on battery power. 

But, this requires that such practical limitations to make use of sophisticated encryption which eventually makes it more 

unrealistic.  

Furthermore, the wireless transmission medium is more vulnerable to eavesdropping, which makes it possible for the 

attacker to extract information from sensor transmissions. As a result, the adversary can employ a wide range of strategies 

including deploying its own sensors aimed at jamming the transmission of honest sensors or, in a more sophisticated way, 

transmitting optimally designed signals to confuse the FC.  

The analytical characterization of the ability that Byzantine Sensors can affect the decision at the FC is considered is 

further elaborated in this study [38]. Specifically, this work is proposed from the intruder’s perspective, and suggests the 

most effective attacking strategies by the Byzantine Sensors. As a result, it is evident that when too many sensors are 

compromised, the FC will lose its ability to detect the underlying phenomenon. But this work proposed lack in defining 1. 

The minimum population size of the Byzantine Sensors such that the fusion network is rendered ineffective completely. 2. 

the achievable performance without knowing which sensor is compromised in a situation where a decision maker is bound 

by an upper bound or with the given sensor population. 

The work proposed in [1], a standard model in Distributed Detection under binary Hypotheses H0 versus H1 with known 

distributions is studied. In such a model, all the sensors are assumed to draw observations that are independent, and 

identically distributed (i.i.d) and conditioned on the unknown hypothesis. But, as studied in [2], the classical assumption 

of conditional independent and identically distributed (i.i.d) observations may not always be valid in practice and the 

literature is evident of such complications of correlated observations. Therefore, the work studied in [1], Recognizes the 

limitations, and makes the conditional independent and identically Distributed (i.i.d) assumption for analytical tractability 

and gains insights into how Byzantine Sensors can affect the overall performance. 

 

B. Byzantine Sensor with an Extra Power Intruder 

Wherever the Byzantine Sensors are used, the literature has shown that when the approach that grants the Intruder with 

more power than usually allowed in practice leads to the conservative assessment of security risk but with an advantage of 

having increased the productivity of analytical tractability. Consequently, such an assumption with a known true 

hypothesis leads to the utilization of the knowledge to construct the most effective fictitious observations aimed at 

confusing the FC. 

Therefore, the studies have shown that such assumptions are apparently difficult to be satisfied in real world. As it would 

make it necessary that the attacker has a separate network that allows Byzantine Sensors to cooperate themselves.  

However, within the context of the FC, the two important assumptions are made, 1. the Byzantine Sensors are not to get 

compromised. 2. The Byzantine Sensors are to be able to collect data from n sensors.   But, this method lacks in giving the 

necessary mechanisms to make an individual sensors deliver their data to the FC except that what the FC receives is what 

transmitted by the sensors (Byzantine or honest). Additionally, this simplifying assumption also has practical 

implications: transmissions of sensors may need to be protected by error control mechanisms, and the Byzantine Sensors 

are not able to alter the transmissions of honest sensors. As a result, the assumption is made that any FC will not have any 

sufficient knowledge about which sensor is Byzantine.  

The FC is empowered to know the average percentage of compromised sensors, or at least an upper bound, and that the 

Byzantine Sensors may create fictitious samples according to some unknown (possibly optimized) distribution. The 
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adversary is aware that the FC makes the detection under a variant of Neyman-Pearson (NP) setup [2]. The FC caps the 

false alarm probability for all possible attacking distributions which happens to be different from the standard NP 

problem, not knowing what distribution the attacker adopts. It is not only difficult but impossible to minimize the miss 

detection probability for all possible attacking strategies. Therefore, a reasonable approach is to minimize the worst miss 

detection probability, which guarantees that the miss detection probability will not exceed that advertised the worst case, 

no matter which distribution is used by the Byzantine Sensors. 

Byzantine models have also been of prime interest in the recent research work on network security. But, these models are 

mainly focused on the impact of Byzantine nodes on distributed detection, which is apparently new in the current research 

arena.  

In a nut shell, the problem in the presence of compromised sensors is analogous to the original Byzantine general 

problem, wherein the set of sensors try to interference the FC to reach reliable detection, and the compromised sensors, 

like the traitorous general, are given full options (including collaboration) to disrupt the sensor network. However, the key 

difference in such a problem is the presence of the FC (which is always honest) itself. An information theoretic 

investigation of data fusion in the presence of Byzantine Sensors is studied in the work [9]. But, in this work the prime 

focus is in recovering measurements from honest sensors at the FC, not in the detection performance. Additionally, the 

signal processing problem studied in this method is most relevant to robust statistical inference [10].  

Further, in his seminal work proposed in the work [11], the problems of binary hypothesis testing with contaminated 

distributions are studied. The Byzantine Sensor model used in such a method fits naturally into [10] Huber’s robust 

detection framework, and as a result the classical robust detection problem is applied to the Byzantine Sensor problem. In 

particular, [10] showed that the likelihood ratio test based on the worst distribution pair has the minimax property. 

Because, it minimizes the maximum miss detection error probability (among all possible–contaminated distributions) 

while all the false alarm probabilities are below a preset bound. 

These results, however, are not a direct application of those of [10]. In [11], the miss detection error exponent is used as a 

performance metric in the analysis. While as the work in [10] is inclined towards the worst distribution pair, the technique 

used in [11] consider them as different. This technique leads to a ―water filling‖ solution whereas the technique used in 

[10] is algebraic.  

However, finding the worst distribution pair is only the first step toward characterizing the power of the Byzantine attack. 

For example, in the work [11], the result shows the relation between the size of the Byzantine Sensor population and the 

worst detection error exponent. Additionally, the work proposed in [11] investigates the effects of multiple sensor 

measurements and the scaling behavior, which are not considered in classical robust detection. 

 

III.  FALSE DISCOVERY RATE-BASED DISTRIBUTED DETECTION IN THE PRESENCE OF 

BYZANTINES 

 

A. Distributed Detection with Fusion of Local Decisions 

It is evident from the Literature that there is an increased interest in using the WSNs in monitoring the region of interest 

(ROI) for reliable detection/estimation/tracking of events. In the work proposed in [16], the prime focus is on distributed 

target detection in WSNs, which is considered to be one of the very recent and active areas of research. Consequently, 

when the focus is on distributed detection, due to power and a bandwidth constraint, each sensor, instead of sending its 

raw data, sends quantized data (local decision) to a central observer or Fusion Center (FC).  As a result, the FC combines 

these local decisions based on a fusion rule to come up with a global decision.  

In the work proposed in [16], the prime focus is on Distributed Detection with fusion of local decisions.  The work 

proposed in [13], optimum fusion rules have been derived for the Distributed Detection problem under various 

assumptions. Most of these fusion rules require complete knowledge of the local sensor performance metrics, such as the 

probability of detection and false alarm. However, in large WSNs and under complex target signal models, the local sensor 

performance metrics may not be known or may be very difficult to estimate. To address this scenario of unknown local 
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sensor performance metrics, the work proposed in [20], suggest employing the total number of detections (also referred to 

as the count statistic) as a decision statistic at the FC. The fusion rule based on the count statistic leads to a decision rule 

where the sensor decisions are weighed equally, even though the SNR at each sensor may be different. 

B. False Discovery Rate 

In general, the work proposed in [16] says that obtaining the optimal local decision rules is very difficult problem. Under 

the conditional independence assumption, the work proposed in [14], has been shown that the use of identical local 

decision rules is optimal under asymptotic conditions (i.e., the number of sensors N → ∞). Although the optimality of 

identical decision rules does not hold in general [17] [18], design of non-identical decision rules is computationally very 

complex and researchers have generally employed identical decision rules based on asymptotic optimality of identical 

decision rules. However, the studies [15], [11] have proposed the False Discovery Rate (FDR) based distributed detection.  

The work [15][11], proposed a scheme for Distributed Detection in WSNs based on the control of FDR. It has been shown 

that under the assumption that the FC employs a test statistic which is linear in count (count here refers to the total 

number of detections) to reach the global decision, control of the FDR leads to non-identical local decision rules and 

provides significant improvement over the system with identical decision rules. This scheme provides significant 

improvement in the global detection performance.  

However, this study suggests the maximization of the deflection coefficient to obtain the FDR design parameter. But, the 

maximization of the deflection coefficient does not guarantee optimal global performance. Further, in this study [15], the 

problem of FDR based Distributed Detection is considered, and it is shown through demonstration that system 

performance can be improved by optimizing the Kolmogorov-Smirnov distance instead of the deflection coefficient. The 

key contributions of the study made in [15] are as summarized below: 

•Maximization of the Kolmogorov-Smirnov distance instead of the deflection coefficient to obtain the FDR design 

parameter and demonstrate that it considerably improves system performance. 

• A byzantine attack model is defined and shown that the FDR value is controlled even in the presence of Byzantines; 

however the local sensor detection performance deteriorates considerably when the fraction of Byzantines is large. 

• The performance of FDR based Distributed Detection in the presence of Byzantine Attacks is studied and provide the 

analytical and simulation results on the effect of Byzantines on global detection performance. 

• Finally, an algorithm which adaptively changes the system parameters by learning the Byzantines’ behavior over time is 

proposed and demonstrated that the proposed algorithm provides improved system performance in the presence of 

Byzantines. 

 The implications and some implementation issues are also discussed.  

The study conducted in this work is followed from the work proposed in [48] and is observed that deflection coefficient is 

not the best heuristic for the design of FDR based Distributed Detection framework in non-asymptotic cases. Hence, they 

explored other possible distance measures that can better serve as design heuristics. Through empirical studies and 

analytical justifications, shows the system performance can be improved by the use of Kolmogorov-Smirnov distance as 

the design heuristic. The advantage of using distance measures is the simplicity associated with its implementation in 

practice. The optimization is performed offline by finding the optimal parameter value through brute-force search. For a 

large number of sensors, it can also use the asymptotic expressions which can be computed in linear time. Also, the 

distributed algorithm used in this framework reduces the energy and bandwidth consumption since the local sensors only 

report their 1-bit decisions to the FC. 

C.  Strategy of Byzantine Attack  

In the work proposed in [16], the system in the presence of malicious sensors (Byzantines) is studied and modeled the 

Byzantines’ attack strategy to ensure covertness in its behavior (since FDR value is still controlled at the pre-determined 

threshold), while degrading the system performance in terms of detection probability. It is also observed that the optimal 

parameter value for the system primarily depends on the fraction of Byzantines present in the system. The system 

performance degrades under severe attacks when fixed parameter values are used and, therefore, this study proposed an 
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adaptive approach to improve the performance, which would eventually degrade the presence of Byzantines. However, in 

this work, because the sensors are deployed in a dynamically changing environment, an adaptive scheme is necessary to 

combat the adversaries in the network. The proposed scheme under this study learns the fraction of Byzantines present in 

the network and adaptively changes system parameter values to improve the global detection performance.  

The survey conducted lists several research directions in this domain in the chapter entitled ―Conclusion and Future 

Research Challenges‖. 

IV.  BYZANTINE SENSORS IN DISTRIBUTED SOURCE CODING 

A. Distributed Source Coding Problem 

In the work proposed in [39], authors consider a modification to the distributed source coding problem in which an 

unknown subset of sensors are taken over by a malicious intruder and reprogrammed. Considering that there are m 

sensors. Each time slot, sensors i for i= 1….,m observe random variables according to the joint probability distribution  

P(X1….,Xm). Each sensor encodes its observation independently and transmits a message to a common decoder, which 

attempts to reconstruct the source values with small probability of error based on those messages. A subset of sensors are 

considered as traitors, while the rest are considered as honest. Apart from the honest sensors or the decoder, the traitors 

have been reprogrammed to cooperate to obstruct the goal of the network, launching a so-called Byzantine Attack. To 

counter this attack, the honest sensors and decoder must employ strategies so that the decoder can correctly reconstruct 

source values no matter what the traitors do. Therefore, the authors observe that it is quite obvious that the  observations 

made by the traitors are irretrievable unless the traitors choose to deliver them to the decoder. And the best decoder can 

hope to achieve is to reconstruct the observations of the honest sensors. Further, the authors give a simple procedure that 

is to ignore the statistical correlations among the observations and then collect data from each sensor individually. The 

total sum rate of such an approach is given by Ei H(Xi). One expects however that this sum rate can be lowered if the 

correlation structure is not ignored. 

B.  Slepian–Wolf Coding 

Without traitors, Slepian–Wolf coding [20] can be used to achieve a sum rate as low as H(X1….Xm). But the standard 

Slepian–Wolf coding has no mechanism for handling any deviations from the agreed-upon encoding functions by the 

sensors. Even a random fault by a single sensor could have devastating consequences for the accuracy of the source 

estimates produced at the decoder, to say nothing of a Byzantine Attack on multiple sensors. In particular, because 

Slepian–Wolf coding takes advantage of the correlation among sources, manipulating the codeword for one source can 

alter the accuracy of the decoder’s estimate for other sources. It will turn out that for most source distributions, the sum 

rate cannot be achieved if there is even a single traitor. 

C. Example of Distributed Inference Problem 

The work proposed in [39], overcomes the disadvantage of Slepian-Wolf coding and shows the interest in the lowest 

achievable sum rate such that the decoder can reconstruct observations of the honest sensors with arbitrarily small error 

probability. In some cases, the author further shows an interest in the rate region. Although the problem setup does not 

allow the detector to distinguish traitors from the honest sensors, an efficient scheme that guarantees the reconstruction of 

data from honest sensors is of both theoretical and practical interest. Therefore, the example of distributed inference 

problem in the presence of Byzantine Sensors is studied. For such a problem a practical (though not necessarily optimal) 

solution is to attack the problem in two separate phases. In the first phase, the decoder collects data from sensors over 

multiple access channels with rate constraints. Here it requires that the data from honest sensors are perfectly 

reconstructed at the decoder even though the decoder does not know which piece of data is from an honest sensor. In the 

second step, the received data is used for statistical inference. The decoder may also have other side information about the 

content of the messages that allows the decoder to distinguish messages from the honest sensors. 
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V.   DISTRIBUTED INFERENCE IN THE PRESENCE OF BYZANTINE SENSORS 

A. Byzantines 

A large Wireless Sensor Network (WSN) engaged in the task of distributed binary detection is considered in the work 

proposed in [43]. The network consists of n nodes or sensors, each making an independent and identically distributed (iid) 

observation about the State of the Nature (say H1 or H0). These observations are successively delivered to a common FC 

for the final decision on the underlying statistical hypothesis. In point of fact the network is under attack: a clique of 

traitorous sensors cooperatively works against the network. These sensors, referred to as the Byzantines (and the kind of 

attack described is then called Byzantine Attack [27]), deliver data according to certain fictitious distributions properly 

designed in order to impair the detection capability of the FC. The Byzantines are assumed to know the true underlying 

hypothesis; the uninfected and FC. The FC, however, is aware of the presence of the Byzantines. Specifically, it knows 

that a fraction of the sensors are traitorous and will deliver data drawn according to the optimal (from the Byzantine 

viewpoint) attacking distributions. Consequently, the decision rule implemented at the FC is a Neyman-Pearson test that 

do account for the fraction of fictitious data. The strategy described in this work is more sophisticated than the naivest 

black hole attack, in which the intruder simply destroys the owned fraction of sensors. In this scenario, a network is 

referred implicitly in which each node makes a single observation about the State of the Nature by considering network in 

which m individual sensors form a cluster, and there are n different clusters. Wherein, either all the m sensors of a cluster 

are Byzantine or all are honest, and the sensors become clusters of sensors, with each cluster delivering to the FC a vector 

of m samples. 

 B.  Network Design 

Two system architectures are possible to be designed for a sensor network involved in Distributed Detection under a 

Byzantine Attack: 1. a network made of individual sensors, and 2. a hierarchical structure with groups of m sensors tied 

together to form a cluster. For the former architecture, this study has shown that if more than 50% of the nodes are 

Byzantine, the attack can always destroy any detection capability by making a network useless. Therefore, in this work, 

the fundamental tradeoff between detection capability and attacking power is characterized, the optimal attacking 

probability laws are derived, and finally the decision rule implemented at the FC is used to be a censored likelihood ratio 

test. This test bears similarities to Huber's robust statistics. Whereas, in the clustered network, this analogy breaks down 

and different behaviors arise. As a result, the attackers owning less than one half of the total sensors cannot completely 

impair the system. They can, however, severely degrade the performance of the network, and the optimal attacking 

distributions that achieve this goal are "hypothesis-reversed": the Byzantine emissions are drawn from the distribution 

corresponding to the false State of the Nature.  

A remarkable fact that was observed in this work is that the asymptotic detection probability does not scale exponentially 

with the cluster size. In fact, it does not scale at all with m. And, eventually, the practical consequence occurred is a 

saturation effect. In other words, it is observed that increasing the number of per-cluster sensors beyond a certain amount 

does not provide any significant performance improvement. On the other hand, the expected scaling law is instead 

preserved with respect to the total number of clusters. 

VI.  SENSOR NETWORKS WITH MOBILE AGENTS 

A. What are SENMAs? 

A SENMA is new network architecture for low power and large scale sensor networks. SENMA stands for Sensor 

Networks with Mobile Agents (SENMA). SENMA have two types of nodes: sensors and mobile agents. Sensors in 

SENMA are low power and low cost nodes that have limited processing and communication capability. The battery 

operated sensors have a finite operational life and low duty cycles. And deployed in a large quantity instead randomly 

through aerial drop and it is impossible and no need to have a careful network layout. 

B.  Significance of Adding Mobile Agents to SENMA 

Mobile Agents [29] are not considered to be software programs that migrate from host to host in the network, rather, they 

are powerful hardware units, both in their communication and processing capability and in their ability to traverse the 
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Sensor Network. The work proposed in [29] the examples of Mobile Agents that are manned/unmanned aerial vehicles; 

ground vehicles equipped with sophisticated terminals and power generators, or specially designed light nodes that can 

hop around in the network are considered. These Mobile Agents may have high data rate connections to satellites, 

allowing reach back to remote command control centers. It is been observed that the Mobile Agents need not always have 

to be present or be operational along with sensors in SENMA, instead, they could be in actions only when it is necessary to 

collect the data and perform network maintenance. 

VII. BYZANTINE ATTACKS IN DISTRIBUTED DETECTION IN WSNS 

A. Sensors Deployment and Uses 

The facilities of sensors deployment and the cost reductions have become the two major reasons to see the increase in 

utilizing the uses of WSNs. Until recently, this kind of networks are found useful in industrial monitoring, environmental 

data record, home automation , fire detection , medical or even in military applications, and so on and so forth. But, most 

of these applications are deployed to monitor an area and to have a reaction when they record a critical factor. However, it 

is evident from the literature that the data need not be confidential in the areas such as home automation or the capture of 

environmental events. But confidentiality of data becomes of utmost pertinent in other applications, such as for medical 

diagnostic of a patient in a hospital or for the security of a territory in military. Therefore, the solutions that are used in 

conventional ad hoc networks cannot be applied in WSNs, because the sensors are limited by their battery and computing 

power. Specifically, cryptographic solutions currently used such as public key cryptography are not adapted to be 

calculated by unpowerful processors of current sensors. Additionally, this imposes many restrictions. One such restriction 

asks us to have all security protocols to limit the number of messages needed for its proper functioning, because 

communication between sensors is the main source of energy consumption in WSNs 

B. Byzantine Attack in SENMA 

The work proposed in [42] studies the problem of distribute detection, by assuming that the serious threat to WSNs is the 

Byzantine Attack (See Fig. 2). Further, this work observes that given some solutions to overcome from this type of 

attacks, the adversary has full control over some of the authenticated nodes and can perform arbitrary behavior to disrupt 

and collapse the system completely. Therefore, this study further extends its work by considering the reliable data fusion 

in WSNs with mobile access points [34] under both static and dynamic Byzantine Attacks. In such a scenario, the 

malicious nodes report false information with a fixed or time-varying probability.  

The major contributions of the work proposed in [42] are summarized as below:  

First, a simplified, linear q out- of-m scheme that can be easily applied to large size networks is proposed. The basic idea 

in such a scheme is to find the optimal scheme parameters at relatively small network sizes through exhaustive search, 

and then to obtain the fusion parameters for large network size by exploiting the approximately linear relationship 

between the scheme parameters and the network size. Eventually, it is observed that this newly proposed linear approach 

can achieve satisfying accuracy with low false alarm rate. However, this scheme is still inherent to some issues, which 

may violate the problem constraint. Therefore, to enforce the miss detection constraint and improve the data fusion 

accuracy, this work extends the discussion and propose to use the linear approximation as the initial point for the optimal 

exhaustive search algorithm.  

 
Fig. 2 WSN Architecture under Byzantine Attacks 
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With this enhanced linear approach, they obtained near-optimal solutions with much lower computational complexity 

compared with that of the pure exhaustive search approach. 

Second, in an effort to search for an easier and more flexible distributed data fusion solutions and which can easily adapt 

to unpredictable environmental changes, and cognitive behavior of malicious nodes. They also derived a closed-form 

solution for the q-out-of-m fusion scheme based on the central limit theorem. And it is observed that the closed-form 

solution is a function of the network size, the percentage of malicious users, the malicious nodes behavior, and the 

detection accuracy of the sensor nodes. It is shown here that the closed-form solution delivers comparable results with that 

of the near-optimal solution obtained from the enhanced linear approach. 

Third, they perform some theoretical analysis for both the linear approach and the closed-form solution. It shows that 

under a fixed percentage of malicious nodes, the false alarm rate for both approaches diminishes exponentially as the 

network size increases. This analysis reveals an interesting and important result: even if the percentage of malicious nodes 

remains unchanged, larger size networks are much more reliable under malicious attacks. This indicates that the network 

size plays a critical role in reliable data fusion. Moreover, the upper bound on the percentage of malicious nodes that can 

be tolerated by the network under the q-out-of-m fusion rule is found. It turns out that this upper bound is determined by 

the sensors detection probability and the attack strategies of the malicious nodes. 

Finally, they come up with a simple and effective malicious node detection approach, where the malicious sensors are 

identified by comparing the decisions of the individual sensors with that of the FC. And their observations shows that 

dynamic attacks generally take longer time and more complex procedures to be detected as compared to static attacks. 

They also found that their proposed malicious detection procedure can identify malicious sensors accurately if sufficient 

observation time is allowed. This proposed approach is analyzed again using an entropy-based trust model. And show that 

under the same system settings, the proposed malicious node detection approach is optimal from the information theory 

point of view. Further propose a method to adapt the fusion parameters based on the detected malicious sensors and their 

estimated probability of attack. It is shown that the newly proposed adaptive fusion scheme can improve the system 

performance significantly under both static and dynamic attack strategies. 

VIII. CONCLUSION AND FUTURE RESEARCH CHALLENGES 

In this study, primarily the need for Distributed Detection in the presence of Byzantine Attacks is discussed. Further, to 

understand the essence of Distributed Detection in the presence of Byzantine Attacks, the classical problem of Distributed 

Detection is elaborated. Subsequently, the scenario of a Byzantine Sensor with an extra power Intruder is discussed to 

explore the various configurations of such a problem. Further, to comprehend the setting of Distributed Detection under 

such attacks, the false discovery rate based Distributed Detection in the presence of Byzantines is elaborated. Distributed 

Source Coding in the Presence of Byzantine Sensors and Distributed Inference in the Presence of Byzantine Sensors are 

also discussed to understand the significance of Distributed source coding and inference in the presence of Byzantine 

Sensors. Finally, although the study conducted is not exhaustive, the sensor networks with Mobile Agents are also 

discussed to complete the discussion. 

The work done in this study not only provides the critical appraisal in the area of Distributed Detection of WSNs in the 

presence of Byzantine Attacks, but also lists the various research challenges in such a domain.  

 

A. Byzantine Attacks in Distributed Detection in Mobile Access WSNs  

In the work proposed in [42], the q-out-of-m fusion rule for SENMA networks under Byzantine Attacks is studied by 

considering both static and dynamic attack strategies. In this work, simplified q-out of-m fusion schemes are proposed by 

exploiting the linear relationship between the scheme parameters and the network size by also deriving a near-optimal 

closed-form solution for the fusion threshold based on the central limit theorem. An important observation in such a 

scheme is that, even if the percentage of malicious sensors remains fixed, the false alarm rate diminishes exponentially 

with the network size. This implies that for a fixed percentage of malicious nodes, there is still a room for further research 

and can improvement of the network performance significantly by increasing the density of the nodes. Therefore, the 

future research challenges could be to conduct an adaptive detection under Byzantine Attacks by considering soft decision 

reports. 
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B. Byzantine Attacks in Distributed Detection (in general) 

In the work proposed in [38], Distributed Detection in the presence of Byzantine Sensors created by an intruder is studied. 

Further, this work characterizes the power of attack analytically. As a result, this work is able to provide closed-form 

expressions for the worst detection error exponent of an optimized NP detector at the FC, and for the corresponding 

attacking distributions. The work further gives an expression of the minimum attacking power above which the ability to 

detect is completely destroyed. As to the case of vector observations, they find that an intruder infecting less than 50% of 

the nodes cannot completely impair the system, regardless of the distributions of the sensors’ observations.  

Therefore, there are number of future research challenges: 

1. It may be of interest to consider a Bayesian formulation with a priori probabilities assigned to the hypotheses, so that 

the asymptotic performance can be measured in terms of the Chernoff information [44] in such a setting.  

2. The tools and schemes that were used in this work can be further exploitable for studying the attacks of a less 

dangerous intruder that does not know the true state of the nature. 

 

C. Byzantines in False Discovery Rate-based (FDR) Distributed Detection  

In the work proposed in [48], the problem of FDR based Distributed Detection in the presence of Byzantines is discussed. 

Firstly, it studies the work proposed in [38] and is observes that deflection coefficient is not the best heuristic for the 

design of FDR based Distributed Detection framework in non-asymptotic cases. Hence, in this work, there are several 

observations made: 

1. It is shown that there are several other possible distance measures that can better serve as design heuristics are 

explored.  

2. Through empirical studies and analytical justifications, it is observed that system performance can be improved by the 

use of Kolmogorov-Smirnov distance as the design heuristic. The advantage of using such distance measures is the 

simplicity associated with its implementation in practice.  

3. It is observed that the optimization is performed offline by finding the optimal parameter value through brute-force 

search. 

Further, this work explores the system in the presence of malicious sensors (Byzantines). Subsequently, it models the 

Byzantines attack strategy to ensure covertness in its behavior (since FDR value is still controlled at the pre-determined 

threshold) while degrading the system performance in terms of detection probability. And, the system performance is 

analyzed both theoretically and numerically. Eventually, the two important observations are made; 1. The optimal 

parameter value for the system depends on the fraction of Byzantines present in the system. 2. The system performance 

degrades under severe attacks when fixed parameter values are used. Based on these observations, this work proposes an 

adaptive approach to improve the performance which degraded in the presence of Byzantines. Correspondingly, the 

sensors are deployed in a dynamically changing environment and, therefore, an adaptive scheme is considered to be 

necessary to combat the adversaries in the network. This scheme not only learns the fraction of Byzantines present in the 

network but also adaptively changes system parameter values to improve the global detection performance.  

The following are the several directions for future work on this problem.  

1. One could explore other distance measures such as proposed in [49] that can be used as heuristics for system design. 

2. The optimal attack strategy for the Byzantines needs to be derived as it would be interesting to see how the 

performance of the network depends on the optimal attack strategy of the Byzantines defined by hopt(.), wherein, the 

Neyman-Pearson framework is considered. This work could be further extended to a Bayesian framework where the 

problem is to detect the presence of a random target. For this, one may need to employ the Bayesian version of FDR 

called Bayesian FDR [50] or pFDR [51]. In the work proposed in [50], an approach for control of Bayesian FDR has been 

proposed which can be used to design local sensor thresholds in Distributed Detection under the Bayesian framework 

similar to the work in [48] and the present work. 
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D. Byzantine Sensors in Distributed Source Coding  

In the work proposed in [9], an explicit characterization of the region of achievable rates for a Byzantine attack on 

distributed source coding with variable-rate codes, deterministic fixed-rate codes, and randomized fixed-rate codes are 

dealt. Correspondingly, it was observed that a different set of rates were achievable for all the above the three cases 

mentioned earlier, and therefore, the converse proofs and rate achieving coding schemes for each were given. Further, it 

also elaborates that the variable-rate achievability could be shown by using an algorithm in which sensors use randomness 

to make it unlikely that the traitors can fool the coding process.  

Therefore, there is still much of the future research to be done in the area of Byzantine network source coding. 

Additionally, in this work, multi-terminal rate distortion such as used in the works [45], [46] could be further studied, or 

other topologies, such as side information could be further explored. However, the inherent tradeoff in this work is that 

because the traitors cannot in general be identified, it is difficult to imagine applications that do not require some post 

processing of the source estimates. Thus it would be of interest to take up the future research to solve the coding and 

estimation problems simultaneously, as is shown in the CEO problem discussed in [47]. 

 

E. Byzantine Sensors in Variable-rate Distributed Source Coding 

In the work proposed in [57], the Variable-Rate Distributed Source Coding in the Presence of Byzantine Sensors is 

studied assuming that the traitors have access to all the source values. However, such an assumption is considered to be 

vital in many of the converse proofs that are dealt in this work. But, this is a significant assumption that may not be all 

that realistic. Therefore, it would be worthwhile, though perhaps it appears to be more difficult, to perform the following 

in the future research line. 

1. Firstly, to characterize the achievable rate region without this assumption. 

2. Secondly, performing the variable-rate source coding by assuming that the traitors have access only to their own source 

values or possibly degraded versions of those of the honest sensors. 

Finally, considering the Byzantine Attacks on other sorts of multi-terminal source coding problems, such as the rate 

distortion problem shown in the works [52], [53] or the CEO problem [54] still remains as the future research challenge.  

 

F. Byzantine Sensors in Distributed Inference  

In the two described system architectures [43] addresses the following basic questions. What are the optimal attacking 

distributions that the Byzantine will employ? What is the resulting test performance? What about the minimum fraction of 

traitorous sensors/clusters such that the network becomes useless?  A related information theoretical view of Byzantine 

Attacks in WSNs is provided in [28], where the focus is on the capacity of collaborative fusion. The presence of 

misinformed nodes is instead dealt with in [29]. 

 

G. Byzantine Attacks in Collaborative Spectrum Sensing (Cognitive Radio Networks (CRN)) 

In the work proposed in [35], several fundamental issues related to collaborative spectrum sensing for CRNs in the 

presence of Byzantine attackers is considered. However, this work is an extension of the work proposed in [55] to the 

realistic scenario in distributed data fusion, where the true state of nature is expected to be unknown. To experiment 

further, the performance limits boundaries have been established to create independent and cooperative Byzantine 

Attacks. This work further elaborates the optimal strategies for the Byzantines and the FC by using the minimax approach. 

But, there are still many interesting research questions that are yet to be explored in the future work. The first research 

question asks us to analyze the dynamic interaction among the Byzantines and the FC to find the optimal strategies which 

can maximize their performance in finite cycles of data fusion. The second research question could be to perform the 

similar analysis, but, by considering the case where Byzantines collude in several groups to increase their objective to 

degrade the detection process. 
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H. Mobile Agents in Sensor Networks  

Finally, the work proposed in [56], provides architecture for large low power sensor network for SENMA. However, apart 

from several features, the key feature of SENMA is the addition of Mobile Agents that shifts processing complexities 

away from sensors. As a result, SENMA offers considerable advantage in energy efficiency over the Rat ad hoc network 

architecture. This work also proposes a joint design of Physical MAC layer that leverages advantages of Mobile Agents 

and exploits the inherent node redundancies. However, this work is not exhaustive in exploring all the design options at 

different levels of the protocol stack. Therefore, exploring a wide range of design options at different levels of the 

protocol stack for SENMA and for specific applications still remain as the research challenge in this domain. 
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